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Circuit Judges. 
 

OPINION 
 
REINHARDT, Circuit Judge. 
 
Each leap forward in forensic science promises ever more efficient and swift resolution of 
criminal investigations. At the same time, technological advances frequently raise new 
constitutional concerns and threaten our basic liberties.1 Here, we confront the challenge 
compulsory DNA collection poses to one of the most fundamental and traditional preserves of 
individual privacy, the human body. 
 
We decide, in this case of first impression, whether the forced extraction of blood from parolees 
pursuant to the federal DNA Analysis Backlog Elimination Act of 2000, 42 U.S.C. § 14135a (the 
"DNA Act" or the "Act"), violates the Fourth Amendment. First, we must consider whether, 
under general Fourth Amendment principles, blood may be extracted from parolees without their 
consent, simply because of their status as parolees. We conclude that, as a matter of general 
Fourth Amendment law, forced blood extraction from parolees requires individualized suspicion. 
Second, we must determine whether forced blood extraction under the DNA Act falls within the 
exception of the Supreme Court's "special needs" doctrine. We hold that, because the DNA Act 
primarily serves a law enforcement purpose, the compulsory collection of blood samples 
pursuant to the Act does not fall within the special needs exception. Accordingly, we reverse the 
judgment of the district court (1) upholding the Probation Department's order requiring Thomas 
                                                           
1 See Kyllo v. United States, 533 U.S. 27, 33-34 (2001) ("It would be foolish to contend that the degree of privacy 
secured to citizens by the Fourth Amendment has been entirely unaffected by the advance of technology.").  
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Kincade to submit to the extraction of blood for the purpose of providing a DNA sample, and (2) 
sentencing him to a term of imprisonment and increasing the period of his supervised release for 
his refusal to comply. 
 

I. BACKGROUND 
 

A. The Act 
 
The DNA Act requires those in federal custody, on parole, on probation, or on supervised release 
to provide a DNA sample.2 As we explain later, for practical purposes, this requires all such 
persons to submit to the non- consensual withdrawal of blood by governmental authorities or 
their designees. No suspicion that an individual will commit or has committed another offense is 
required. Nor is there any requirement that the sample be taken in order to aid in the 
investigation of a particular crime. Once taken, the DNA sample3 is turned over to the Federal 
Bureau of Investigation, which carries out an analysis of it and includes the results in the 
"Combined DNA Index System" (CODIS), a DNA information bank. The DNA evidence is then 
permanently available for future use in connection with the investigation and prosecution of 
crimes.4 Federal, state, and local law enforcement officials who conduct such investigations are 
able to compare CODIS information with DNA evidence obtained from crime scenes and, 
thereby, to identify the perpetrator, and subject him to prosecution. 
 
In 1994, Congress passed the Violent Crime Control and Law Enforcement Act, which 
authorized the FBI to establish a national index--CODIS--of DNA samples from convicted 
offenders, crime scenes, crime victims, and unidentified human remains. See DNA Act House 
Report, at 8; see also United States v. Reynard, 220 F.Supp.2d 1142, 1154 (S.D.Cal.2002). 
Before the DNA Act was passed, all fifty states had adopted some form of legislation mandating 
DNA collection for inclusion into CODIS. See Nancy Beatty Gregoire, Federal Probation Joins 
the World of DNA Collection, 66 FED. PROBATION 30, 30 (2002).5 Between 1994 and 1996, 
however, no samples were collected from any persons convicted of federal crimes because the 
language of the 1994 act authorized only the creation of CODIS and not the collection of 
samples from convicted federal offenders. DNA Act House Report, at 8. In 1996, as part of the 
                                                           
2 Deoxyribonucleic acid (DNA) is a complex molecule which is found in the nuclei of human cells and carries a 
person's genetic information. A molecule of DNA is comprised of two nucleotide strands coiled around each other 
and connected by rungs, like a twisted ladder. The strands and rungs link thousands of small components which 
exist in a number of biochemical variations and are arranged differently for every individual except for identical 
twins. Jones v. Murray, 962 F.2d 302, 303 (4th Cir.1992).  
3 Each sample contains the following information: 1) an agency identifier for the agency submitting the profile; 2) 
the specimen identification number; 3) the DNA profile; and 4) the name of the DNA personnel associated with the 
DNA analysis. See DNA Analysis Backlog Elimination Act of 2000, H.R. REP. NO. 106-900(I), at 27 (2000) 
[hereinafter DNA Act House Report]. 
4 Although the DNA sample can identify the person from whom it was taken, the samples used in the database are 
taken from so-called "junk sites" of genetic information, which do not disclose physical or medical characteristics 
that might otherwise be used, for example, by health insurance providers. See DNA Act House Report, at 27. The 
Act makes the knowing, unauthorized retention or disclosure of a DNA sample a federal crime, and provides for the 
expungement of an individual's DNA sample upon proof that each of his convictions for a qualifying offense has 
been overturned. 42 U.S .C. §§ 14135e(c), 14132(d).  
5 The Act's "backlog" refers to those DNA samples collected by the states that have not yet been analyzed or 
included in CODIS. DNA Act House Report, at 9-10. 
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Anti Terrorism and Effective Death Penalty Act ("AEDPA"), Pub.L. 104 132, 110 Stat. 1214 
(1996), Congress directed the FBI to "expand CODIS to include Federal crimes." DNA Act 
House Report, at 9. After AEDPA's passage, however, the Department of Justice concluded that 
it still did not confer upon federal law enforcement officials the requisite legal authority to 
collect DNA samples from federal offenders. Consequently, the DNA Act of 2000 was enacted, 
and now serves as the statutory basis for the forced extraction of blood samples from federal 
parolees, probationers, and prisoners.6 CODIS is currently a part of at least 137 laboratories 
throughout the country, and as of 2002, had provided forensic assistance in more than 1,900 
investigations in 31 states. Gregoire, supra, at 30. 
 
B. Factual and Procedural History 
 
On September 1, 1993, Kincade pled guilty to one count of armed bank robbery and the use of a 
firearm. 18 U.S.C. §§ 2113(a), 924(c). On January 4, 1994, the district court sentenced him to 97 
months, to be followed by a three-year term of supervised release.7 Included in the standard 
conditions of Kincade's supervised release is the obligation to "follow the instructions of the 
probation officer," and to refrain from committing "another Federal, state or local crime." 
 
Kincade was released from prison on August 4, 2000. In March 2002, pursuant to the Act, the 
Probation Office ordered him to submit to a blood extraction for DNA analysis. He was subject 
to the DNA Act because the substantive offense to which he pled guilty, armed bank robbery, is 
one of the specified covered offenses. 42 U.S.C. § 14135a(d)(1)(E). Kincade refused to comply with 
the order, and his refusal was the basis for the Probation Office's recommendation to the district court that he be 
found in violation of his supervised release. The failure "to cooperate in the collection of[a] sample" under the Act is 
a class A misdemeanor. 42 U.S.C. § 14135a(a)(5)(A).8  
 
After conducting a hearing, the district court rejected Kincade's constitutional challenge and 
found that his refusal to submit to the compulsory blood extraction ordered by the Probation 
Office constituted a violation of the terms of his supervised release.9 The court sentenced 

                                                           
6 See Reynard, 220 F.Supp.2d at 1154-55 (recounting legislative his tory of the Act). 
7 Established under the federal Sentencing Guidelines as a reform to parole, supervised release is a form of 
government supervision after a term of imprisonment. Unlike parole, which has the effect of reducing the term of 
imprisonment, supervised release is a term of supervision in addition to, and following, a term of imprisonment 
imposed by a court. See Harold Baer, Jr., The Alpha and Omega of Supervised Release, 60 ALB. L. REV. 267, 269 
(1996). We have treated those on supervised release the same as parolees and probationers for purposes of the 
Fourth Amendment. See United States v. Hebert, 201 F.3d 1103, 1104 (9th Cir.2000); see also United States v. 
Harper, 928 F.2d 894, 896 n. 1 (9th Cir.1991) ("[W]e see [no] constitutional difference between probation and 
parole for purposes of the fourth amendment"). Rather than use the awkward term "supervised releasees" in this 
opinion, we refer to persons on supervised release as "parolees." 
 
8 The failure to cooperate in the compelled extraction of a blood sample constitutes an independent 
misdemeanor under the Act. Neither the government nor the district court considered whether Kincade could 
satisfy the Act by submitting his own DNA sample. We seriously doubt that the government would accept a 
sample not obtained under its supervision. Moreover, even requiring such a submission in order to comply with 
the Act would be unconstitutional under the analysis that follows.  

9 The district court appears to have distinguished religious concerns from those of privacy:  
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Kincade to four months in custody for the violation and ordered that supervised release continue 
for a two-year term following release.10 The court stayed the order of custody pending this 
expedited appeal. 
 

II. DISCUSSION 
 

A. Blood Extraction Constitutes a Fourth Amendment Search 
 
The DNA Act simply states that"[t]he probation office responsible for the supervision under 
Federal law of an individual on probation, parole, or supervised release shall collect a DNA 
sample from each such individual who is, or has been, convicted of a qualifying Federal 
offense." 42 U.S.C. § 14135a(a)(2). It does not prescribe any particular method for collecting the 
samples. Collection, however, is accomplished pursuant to a nationwide policy of compulsory 
blood extractions.11 The "DNA Collection Letter of Instruction," sent by the Central District of 
California Probation Office to Kincade, states that "[t]he Federal Bureau of Investigation (FBI) 
requires that DNA be obtained from blood samples ."12 See also Gregoire, supra, at 31 
(describing FBI requirement of blood sampling); Reynard, 220 F.Supp.2d at 1146 (describing 

                                                                                                                                                                                           

Kincade: I was released from custody. I did the incarceration period. ... I [ ] feel that the law is 
unconstitutional.  

The Court: I understand. Let me ask you a question here: Are you a Jehovah's witness at all?  

Kincade: No, I'm not.  

The Court: Do you have any religious compunctions against--or religious arguments against providing 
blood, or is this just a position you're taking?  

Kincade: Just a position. It's not a religious conviction.  

The Court: All right.  

Transcript of July 15, 2002, at 33.  
 
10 Apparently, once in custody, Kincade will not have the option to refuse. The hearing regarding the revocation of 
his supervised release contains the following exchange:  

The Court: Well, once he's in custody, he has to give the DNA sample.  

Probation Officer Culotti: Basically they'll hold him down, your Honor, and collect the sample.  

Transcript of July 7, 2002, at 32 (emphasis added). Cf. Ryncarz v. Eiken-berry, 824 F.Supp. 1493, 1496 
(E.D.Wash.1993) (describing how prisoner, after refusing for religious reasons to give blood sample for state DNA 
statute, was directed to strip search room, without being notified why, placed in wrist, ankle, and waist restraints, 
and taken for forced blood extraction). 
11 The Act defines "DNA sample" as "a tissue, fluid, or other bodily sample of an individual on which a DNA 
analysis can be carried out." 42 U.S.C. § 14135a(c)(1). Sources of DNA besides blood may, in individual 
instances, include saliva, skin cells, bone, teeth, tissue, urine, and feces. See Victor Walter Weedn and John W. 
Hicks, U.S. Dep't of Justice, The Unrealized Potential of DNA Testing 2 (1998).  
12 The government conceded at oral argument that it was aware of no other means of obtaining DNA samples from 
parolees that would satisfy the objectives of the Act and would not constitute a search for Fourth Amendment 
purposes.  
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procedures to collect and identify blood samples). Thus, Kincade challenges the Act on the basis 
of its standard method of implementation. 

Blood extractions are searches for purposes of the Fourth Amendment, and are subject to 
the normal Fourth Amendment requirements.13 See Skinner, 489 U.S. at 616 ("We have 
long recognized that a 'compelled intrusio[n] into the body for blood' ... must be deemed 
a Fourth Amendment search."); Schmerber v. California, 384 U.S. 757, 767 (1966) 
("[Blood] testing procedures plainly constitute searches of 'persons' ... within the meaning 
of [the Fourth] Amendment"); United States v. Wright, 215 F.3d 1020, 1025 (9th 
Cir.2000) ("Intrusions into the human body, including the taking of blood, are searches 
subject to the restrictions of the Fourth Amendment.").14 In virtually every culture around 
the world, human blood possesses great symbolic power, and its spillage--whether in a 
drop or in a torrent--has carried enormous cultural significance. Throughout history, we 
have waged war, organized societies and religions, and created myths based upon the 
substance. See Dorothy Nelkin, Cultural Perspectives on Blood, in BLOOD FEUDS: 
AIDS, BLOOD, AND THE POLITICS OF MEDICAL DISASTER 273 (Eric A. 
Feldman & Ronald Bayer eds ., 1999). The formal policy, pursuant to the DNA Act, that 
all those covered by the legislation must submit to the compulsory extraction of blood 
samples unquestionably calls for a "search" within the meaning of the Fourth 
Amendment. 

The government contends, however, that compulsory blood extraction under the Act is 
permissible because the method of data collection employed--the taking of blood--is no more 
intrusive than fingerprinting. We reject this false analogy.15  
 
First, the elision of two very different kinds of evidence obscures the constitutional 
difference between invasive procedures of the body that necessitate penetrating the skin, and 
an examination or recording of physical attributes that are generally exposed to public view. 
An individual cannot hold the same expectation of privacy for this latter category of 
information that he does for his internal properties, including blood. Cf. United States v. 
Dionisio, 410 U.S. 1, 5-6 (1973) ("It has long been held that the compelled display of 
                                                           
13 Kincade argues that a forced blood extraction is both a search and a seizure for Fourth Amendment purposes. 
Although the taking of blood may properly be characterized as a Fourth Amendment seizure, because it 
interferes with Kincade's "possessory interest in his bodily fluids," for present purposes we consider only the 
search, and note that the "privacy expectations protected by this [the seizure] characterization are adequately 
taken into account by our conclusion that such intrusions are searches." Skinner v. Ry. Labor Executives'Ass'n, 
489 U.S. 602, 617 n. 4 (1989). 

  
14 Accordingly, such sampling ordinarily is subject to the normal probable cause requirements. United States v. 
Chapel, 55 F.3d 1416, 1419 (9th Cir.1995) ("Before a law enforcement officer may lawfully take a blood sample 
without consent or a warrant, he or she must have probable cause to believe that the suspect has committed an 
offense of which the current state of one's blood will constitute evidence.") (en banc). 
15 In holding that a state DNA collection statute similar to the Act did not violate the Fourth Amendment, we 
once described these two procedures as analogous. See Rise v. Oregon, 59 F.3d 1556 (9th Cir.1995). The 
fundamental premise of Rise, however, has since been rejected by the Supreme Court, and Rise is no longer 
good law. See infra, page 14625-26. We discuss the fingerprinting analogy separately only to dispel any 
possible misunderstanding that the decisions regarding fingerprinting provide a basis for upholding 
suspicionless, non-consensual blood extractions from parolees. They do not. 
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identifiable physical characteristics infringes no interest protected by the privilege against 
compulsory self incrimination."). Although, as Pudd'nhead Wilson remarked,16 fingerprints 
do contain unique identifying information, they, like the human voice and the features of the 
face, are external to the individual. To obtain this identifying information requires no 
intrusive invasion of bodily privacy. By contrast, while DNA, like fingerprints, identifies an 
individual, DNA identification results from a forced intrusion into an individual's body.17 
Fingerprinting, involving aspects of an individual's identity routinely exposed to public view, 
"represents a much less serious intrusion upon personal security than other types of searches 
and detentions." Hayes v. Florida, 470 U.S. 811, 814 (1985). 

Second, we note that even fingerprinting is not entirely free from the kind of Fourth 
Amendment concerns at stake here. Fingerprints taken pursuant to an arrest are part of so-
called "booking" procedures, designed to ensure that the person who is arrested is in fact the 
person law enforcement officials believe they have in custody.18 See, e.g., Smith v. United 
States, 324 F.2d 879, 882 (D.C.Cir.1963) ("[I]t is elementary that a person in lawful custody 
may be required to submit to photographing and fingerprinting as part of routine 
identification processes." (internal citations omitted)); Napolitano v. United States, 340 F.2d 
313, 314 (1st Cir.1965) (stating that taking of fingerprints upon admission to bail is 
"universally standard procedure, and no violation of constitutional rights"). This 
administrative procedure affirms that law enforcement has the right person in its custody. 
When law enforcement officials detain individuals for the purpose of obtaining fingerprints 
in furtherance of a criminal investigation, however, that detention violates the Fourth 
Amendment unless supported by probable cause or a warrant. Hayes, 470 U.S. at 815. The 
Supreme Court so held even while acknowledging that fingerprints "involve[ ] neither 
repeated harassment nor any of the probing into private life and thoughts that often marks 
interrogation and search." Id. at 814 (quoting Davis v. Mississippi, 394 U.S. 721, 727 (1969) 
(holding detention for sole purpose of obtaining fingerprints without probable cause or 
warrant violates Fourth Amendment)). Here, of course, law enforcement does not question 
Kincade's true identity; it merely seeks to obtain evidence for future criminal investigations. 

Thus, there can be no question that taking blood from a parolee against his will constitutes a 
search for Fourth Amendment purposes. We next turn to the question whether such a search, 
when conducted upon the body of a parolee, requires individualized suspicion. 
                                                           
16 Every human being carries with him from his cradle to his grave certain physical marks which do not change 
their character, and by which he can always be identified--and that without shade of doubt or question. These 
marks are his signature, his physiological autograph, so to speak, and this autograph cannot be counterfeited, 
nor can he disguise it or hide it away, nor can it become illegible by the wear and the mutations of time. MARK 
TWAIN, PUDD'NHEAD WILSON AND THOSE EXTRAORDINARY TWINS 108 (Sidney E. Berger ed., 
W.W. Norton & Co.1980). 
17 We express no view as to whether the government may, pursuant to the Act, collect DNA samples from tissue 
shed from an individual's person, such as the saliva left on cups, cigarette butts, or chewing gum, although it would 
appear that were it to restrict itself to such actions, it would fall far short of accomplishing the Act's objectives. In 
the case of such collections, the privacy interests resulting from the maintenance of CODIS would be different. In 
any event, the need to puncture skin and draw blood is, as we reiterate, constitutionally distinct from all of these 
other activities.  
18 See, e.g., CAL. PENAL CODE § 7.21 ("To 'book' signifies the recordation of an arrest in official police records, 
and the taking by the police of fingerprints and photographs of the person arrested, or any of these acts following an 
arrest.").  
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B. Individualized Suspicion is Required for Searches of Parolees' Bodies 
Although forced blood extractions constitute searches, Kincade can successfully challenge 
the requirement that he submit to that process only if his rights under the Fourth Amendment 
are violated. As a general rule, a search--even one that may lawfully be conducted without a 
warrant--must be based upon probable cause. New Jersey v. T.L.O., 469 U.S. 325, 340 
(1985). In certain limited circumstances, however, the Fourth Amendment's demands of 
reasonableness have been held to be satisfied by a degree of suspicion less than probable 
cause, i.e., by reasonable suspicion. See id. at 340-41 (citing cases). Finally, in a discrete and 
limited category of cases not involving law enforcement purposes, see infra part II.C, 
searches without any degree of suspicion at all have been held to comport with Fourth 
Amendment reasonableness.19

In United States v. Knights, 122 S.Ct. 587 (2001), the Supreme Court considered whether the 
search of the home of a probationer was reasonable under the Fourth Amendment. Police 
conducted a warrantless search of the probationer's home, pursuant to a probation condition 
requiring Knights to submit to searches without a warrant or "reasonable cause." 122 S.Ct. at 
589. Using a "totality of the circumstances" analysis, the Supreme Court upheld the search as 
reasonable, with the probation condition being a "salient circumstance." Id. at 591. Noting 
that the search was in fact supported by reasonable suspicion, the Knights court held that "no 
more than" that degree of suspicion was required to search the probationer's home. Id. at 592. 
See also United States v. Stokes, 292 F.3d 964 (9th Cir.2002) (determining that no more than 
reasonable suspicion is required to uphold warrantless search of probationer's car). The 
Knights Court did not reach the question whether searches of parolees and probationers could 
lawfully be conducted in the absence of reasonable suspicion. 
Applying Knights' totality of the circumstances test to the case before us, we conclude that 
reasonable suspicion must exist before the government may compel parolees to submit to the 
extraction of blood from their bodies contrary to their wishes. The reasonableness of a parole 
search is determined by " 'assessing, on the one hand, the degree to which it intrudes upon an 
individual's privacy and, on the other, the degree to which it is needed for the promotion of 
legitimate governmental interests.' " Knights, 122 S.Ct. at 591 (quoting Wyoming v. 
Houghton, 526 U.S. 295, 300 (1999)). 
We determine that the search in question constitutes a substantial intrusion on Kincade's 
legitimate expectation of privacy. As we explained in part II.A., supra, compulsory blood 
extractions generally are searches subject to customary Fourth Amendment probable cause 
requirements. The government asserts that the Fourth Amendment rights of parolees are 
"minimal," and, that they have no Fourth Amendment protection at all with respect to forced 
blood extractions. Whatever the accuracy or inaccuracy of the characterization of parolees' 
rights generally, the latter proposition is simply not correct. It is true that Kincade's parole 
status reduces the expectation of privacy that would otherwise be considered reasonable; 
however, while parolees enjoy lesser Fourth Amendment rights than other citizens, their 
rights are not extinguished.20 Even parolees maintain a reasonable expectation of privacy in 
                                                           
19 Another category of searches that may be conducted without any degree of suspicion is that set of searches 
incident to an arrest, but in such cases, probable cause is required for the triggering event, the arrest. Similarly, a 
protective sweep is triggered by an event involving probable cause or reasonable suspicion. 
20 Even a prisoner, who has no legitimate expectation of privacy in his cell, Hudson v. Palmer, 468 U.S. 517, 526 
(1984), retains an expectation of privacy in his body unless there is reasonable cause to violate his bodily integrity 
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their own bodies. The "integrity of an individual's person is a cherished value of our society," 
and a preeminent zone of constitutionally recognized privacy. Schmerber, 384 U.S. at 772. 
Thus, although parole may reduce the degree of constitutional protection afforded an 
individual's body, it does not eradicate it. 

In balancing the government's interests against the intrusion on Kincade's interests in privacy 
and bodily integrity, we consider the government's expressed interests in the search: to 
prevent, solve, and prosecute future crimes, and to complete the CODIS database. The 
government argues that its interests in the parole search must be evaluated in light of the 
statement in Griffin that probation21 is "a 'special need' of the State, permitting a degree of 
impingement upon privacy that would not be constitutional if applied to the public at large." 
483 U.S. at 875. The impingement that the Court referred to in Griffin, however, was a 
reduction in the degree of individualized justification required for the search, not the 
elimination of all need for such a basis. Specifically, the Court stated that the "special needs" 
associated with probation may "justify departures from the usual warrant and probable-
cause requirements." Id. at 874 (emphasis added). It did not suggest that the latter 
requirement could be eliminated entirely, or that the lesser standard of reasonable suspicion 
need not be met. To the contrary, the probation search that the Court upheld in Griffin was a 
search that the state justified on the basis of "reasonable grounds." 483 U.S. at 871. Thus, 
Griffin did not authorize suspicionless searches. 

More important for purposes of the present case, in Griffin the government's interest was 
directly related to the administration of parole itself. The purpose of the search, as in Knights, 
was to supervise parolees during the finite term of their parole period. It related to Griffin's 
conduct while in his status as a parolee. By contrast, the purpose of obtaining DNA samples 
is to obtain material for future use in a permanent DNA data bank to help solve future crimes, 
no matter how long after the end of a parole term they may be committed. Any use of the 
information to solve crimes committed during a parolee's term of supervision is fortuitous 
and incidental to the primary purpose of the Act. That purpose, according to the government, 
is to further "the overwhelming public interest in creating a comprehensive nationwide DNA 
bank that will improve the accuracy of criminal prosecutions" for generations to come. It is 
undoubtedly true that, were we to maintain DNA files on all persons living in this country, 
we would even more effectively further the public interest in having efficient and orderly 
criminal prosecutions, just as we would were we willing to sacrifice all of our interests in 
privacy and personal liberty. We chose, however, not to follow that course when we adopted 
the Fourth Amendment. Thus, it is the constitutional concept of Fourth Amendment 

                                                                                                                                                                                           
and a legitimate penological interest in doing so. See Tribble v. Gardner, 860 F.2d 321, 325 (9th Cir.1988) (stating 
that digital rectal searches of prisoners must be justified by legitimate penological need). The expectation of privacy 
of a parolee, who is released to live at home, in preparation for reintegration into society, is even greater. See 
Sepulveda v. Ramirez, 967 F.2d 1413, 1416 (9th Cir.1992) (stating that the constitutional rights of parolees "are even 
more extensive than those of inmates").  
21As we noted earlier, supra note 7, we do not see a "constitutional difference between probation and parole for 
purposes of the fourth amendment." Harper, 928 F.2d at 896 n. 1. Although we recognize that Griffin is a case 
about probation, not parole, and we understand that the distinction between probation and parole may be 
relevant in other contexts, because there is no relevant distinction here, we, like the government, view Griffin 's 
discussion regarding probationers as being equally applicable to parolees. 
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reasonableness that governs our inquiry here, and not simply the governmental interest in 
solving and prosecuting crimes more efficiently. In short, the Government's desire to 
complete a comprehensive data bank does not outweigh Kincade's reasonable expectation of 
privacy in his body. 

Finally, we weigh all of the above interests in light of the fact that, as discussed more fully in 
Section II.C., infra, under controlling Supreme Court authority we are not free to approve 
suspicionless searches conducted for law enforcement purposes. While weighing these 
interests could affect the degree of suspicion or cause required to conduct such searches, it 
could not serve to eliminate the requirement of individualized suspicion entirely. 
Balancing the factors present here, and considering the applicable constitutional limitations, 
we conclude that, under general Fourth Amendment principles, individualized suspicion is 
required in searches of parolees conducted pursuant to the DNA Act.22 We hold that, under 
those principles, a search of a parolee's body to obtain DNA--the compulsory extraction of 
blood for a law enforcement purpose--is reasonable only if the search is supported by 
individualized reasonable suspicion.23

Ordinarily, this would conclude our analysis of the Act, for there is no assertion that searches 
under the Act are conducted with any individualized suspicion whatsoever. However, the 
government next argues that, aside from the need to supervise the conduct of parolees during 
their parole period, the compulsory collection of DNA samples falls within the category of 
special needs cases in which the governmental conduct is exempted from the Fourth 
Amendment principles that are ordinarily applicable to searches and seizures. We thus now 
consider whether the special needs doctrine serves to exempt from the customary limitations 
of the Fourth Amendment the involuntary extraction of blood pursuant to the DNA Act. 
 

C. The Special Needs Doctrine Does Not Exempt the Extraction of Blood from Parolees' 
Bodies from the Ordinary Requirements of the Fourth Amendment 
The government argues that searches pursuant to the DNA Act, even if conducted without 
individualized suspicion, are constitutionally permissible because they fall within the "special 
needs" doctrine. In light of the Supreme Court's recent cases establishing a barrier between 
"special needs" searches and searches with law enforcement objectives, we reject that claim. 
                                                           
22 We note here the Supreme Court's disapproval of new categories of Fourth Amendment reasonableness. See 
United States v. Montoya de Hernandez, 473 U.S. 531, 541 (1985) (criticizing creation of new Fourth 
Amendment standard in addition to "reasonable suspicion" and "probable cause"). 

  
23 In doing so, we join most other courts that have considered whether in other contexts reasonable suspicion is 
the appropriate standard for probationer and parolee searches. See United States v.. Guagliardo, 278 F.3d 868, 
873 (9th Cir.2002) (affirming the validity of a probation term authorizing a warrantless search at any time by 
any officer, "as long as the search was supported by reasonable suspicion"), cert. denied, 154 L.Ed.2d 401, 123 
S.Ct. 515; United States v. Davis, 932 F.2d 752, 758 (9th Cir.1991) ("The permissible bounds of a probation 
search are governed by a reasonable suspicion standard."); United States v. Giannetta, 909 F.2d 571, 576 (1st 
Cir.1990); United States v. Reyes, 283 F.3d 446, 462 (2d Cir.2002) cert. denied, 154 L.Ed.2d 31, 123 S.Ct. 106; 
United States v. Bradley, 571 F.2d 787, 790 & 790 n. 4 (4th Cir.1978) (requiring "articulable grounds" for 
suspicion); FN23., United States v. Scott, 678 F.2d 32, 35 (5th Cir.1982); United States v. Payne, 181 F.3d 781, 
786, 788 & 788 n. 5 (6th Cir.1999). 
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We hold that searches pursuant to the DNA Act primarily serve a law enforcement purpose, 
and are not exempt from the ordinary requirements of the Fourth Amendment. 

1. A Law Enforcement Purpose Is Not a Special Need 
In "certain well-defined circumstances," Skinner, 489 U.S. at 619, the Supreme Court has 
carved out a categorical exception even to the lesser Fourth Amendment requirement of 
individualized suspicion. This exception applies to a set of cases known as the "special 
needs" cases.24 In these special needs cases, searches that would otherwise violate the Fourth 
Amendment for lack of probable cause or individualized suspicion are deemed 
constitutionally permissible because they serve "special needs, beyond the normal need for 
law enforcement." City of Indianapolis v. Edmond, 531 U.S. 32, 37 (2000) (emphasis added). 
They are conducted for purposes other than the solving and punishing of crime. See, e.g., Bd. 
of Educ. v. Earls, 536 U.S. 822 (2002) (urine testing of students for extracurricular activities 
to prevent health and safety risks from drug use); see id. at 833 (emphasizing that "the test 
results are not turned over to any law enforcement authority"); Vernonia Sch. Dist. 47J v. 
Acton, 515 U.S. 646 (1995) (random urine testing of student athletes to prevent injury and 
drug dependency); Skinner, 489 U.S. 602 (blood and urine tests of railroad employees to 
prevent railway accidents); Nat'l Treasury Employees Union v. Von Raab, 489 U.S. 656 
(1989) (urine tests of U.S. Customs Service employees seeking transfer or promotion to 
insure the officials' fitness to interdict drugs and handle firearms); United States v. Gonzalez, 
300 F.3d 1048 (9th Cir.2002) (searches of employee backpacks to prevent inventory loss). 
The Court also has permitted suspicionless searches in certain roadway checkpoint programs, 
Mich. Dep't of State Police v. Sitz, 496 U.S. 444 (1990) (highway sobriety checkpoints for 
public safety), and has authorized routine searches absent individualized suspicion at the 
national border. See United States v. Montoya de Hernandez, 473 U.S. 531 (1985) (routine 
border searches to prevent entry of contraband); United States v. Martinez-Fuerte, 428 U.S. 
543 (1976) (fixed checkpoint routine border search to deter illegal immigration). Finally, the 
Court has approved limited searches for administrative purposes without individualized 
suspicion. See, e.g., New York v. Burger, 482 U.S. 691 (1987) (purely administrative search 
of "closely regulated" business); Camara v. Municipal Court, 387 U.S. 523 (1967) 
(residential building code inspections to prevent hazardous conditions); see also McMorris v. 
Alioto, 567 F.2d 897 (9th Cir.1978) (purely administrative search in public buildings). 

a. The Effect of Edmond and Ferguson 
In City of Indianapolis v. Edmond, 531 U.S. 32 (2000), the Court considered a Fourth 
Amendment challenge to an Indianapolis highway checkpoint program that authorized 
suspicionless searches for the discovery and interdiction of illegal narcotics. Rejecting the 
contention that the Indianapolis program fell within "the limited circumstances in which the 
usual rule [of the Fourth Amendment] does not apply," 531 U.S. at 37, the Court stated that:  
[T]he gravity of the threat alone cannot be dispositive of questions concerning what means 
law enforcement officers may employ to pursue a given purpose. Rather, in determining 

                                                           
24 The term "special needs" first appeared in Justice Blackmun's concurring opinion in New Jersey v. T.L.O., 469 
U.S. at 325. There, Justice Blackmun stated that limited exceptions to the probable-cause requirement exist, in 
which reasonableness is established by "a careful balancing of governmental and private interests," but that such a 
test is applicable only "in those exceptional circumstances in which special needs, beyond the normal need for law 
enforcement, make the warrant and probable- cause requirement impracticable." Id. at 351 (emphasis added); see 
also Ferguson v. City of Charleston, 532 U .S. 67, 74 n. 7 (2001).  
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whether individualized suspicion is required, we must consider the nature of the interests 
threatened and their connection to the particular law enforcement practices at issue. We are 
particularly reluctant to recognize exceptions to the general rule of individualized suspicion 
where governmental authorities primarily pursue their general crime control ends.  
Id. at 42-43 (emphasis added). The Court also explained that Mich. Dep't of State Police v. 
Sitz, 496 U.S. 444 (1990), in which it upheld a state's use of highway sobriety checkpoints, 
did not stand for the proposition that law enforcement needs could render legitimate a 
program of suspicionless searches. Id. at 39. Rather, Edmond made it plain that the 
checkpoint program at issue in Sitz was designed to reduce "the immediate hazard posed by 
the presence of drunk drivers on the highways." Id. The Court in Edmond then cautioned that 
it had "never approved [a general program of suspicionless seizures] whose primary purpose 
was to detect evidence of ordinary criminal wrongdoing." Id. at 41 (emphasis added). 
Thus, in Edmond, the Court refused to permit a " 'general interest in crime control' as 
justification for a regime of suspicionless stops." Id. (quoting Delaware v. Prouse, 440 U.S. 
648, 659 (1979)). Allowing use of the special needs doctrine in cases in which the 
justification for the search was "the general interest in crime control" would "do little to 
prevent such intrusions from becoming a routine part of American life." Id. at 42. Where 
"law enforcement authorities pursue primarily general crime control purposes," the Court 
cautioned, searches and seizures "can only be justified by some quantum of individualized 
suspicion." Id. at 47. 

The Supreme Court reaffirmed its Edmond holding a year later in Ferguson v. City of 
Charleston, 532 U.S. 67 (2001). In that case, petitioners challenged a state hospital program 
that tested pregnant women for drug use and then made available to the police the results of 
these tests if a woman tested positive twice. 532 U.S. at 72. The Court held that while a 
significant goal of the program was to aid women with drug abuse problems, "the immediate 
objective of the[suspicionless] searches was to generate evidence for law enforcement 
purposes," id. at 83 (emphasis in original), and, accordingly, tests conducted for purposes of 
the program violated the Fourth Amendment. Prosecutors and police were heavily involved 
in both the program's conception and implementation. Id. at 88. As the Court 
emphasized,"[i]n none of our previous special needs cases have we upheld the collection of 
evidence for criminal law enforcement purposes.... [T]he extensive entanglement of law 
enforcement cannot be justified by reference to legitimate needs." Id. at 84 n. 20. Justice 
Kennedy, concurring in the judgment, agreed that the special needs cases we have decided do 
not sustain the active use of law enforcement, including arrest and prosecutions, as an 
integral part of a program which seeks to achieve legitimate, civil objectives. The traditional 
warrant and probable-cause requirements are waived in our previous cases on the explicit 
assumption that the evidence obtained in the search is not intended to be used for law 
enforcement purposes. Id. at 88 (Kennedy, J., concurring in the judgment). 

 Thus, both Ferguson and Edmond reaffirm that the special needs doctrine applies to a 
narrow category of cases to which traditional Fourth Amendment requirements are 
inapplicable. In those two decisions, the Supreme Court made explicit its underlying premise 
that special needs cases qualify for an exception to the Fourth Amendment's customary 
requirements only because they involve programs or activities "not designed to serve the 
ordinary needs of law enforcement." Von Raab, 489 U.S. at 679; see also Earls, 536 U.S. at 
833 (noting that "the [urine] test results are not turned over to any law enforcement 

http://web2.westlaw.com/Find/Default.wl?DB=780&SerialNum=1990093032&FindType=Y&AP=&RS=WLW2.90&VR=2.0&SV=Split&MT=Colorado&FN=_top
http://web2.westlaw.com/Find/Default.wl?DB=780&SerialNum=1990093032&FindType=Y&AP=&RS=WLW2.90&VR=2.0&SV=Split&MT=Colorado&FN=_top
http://web2.westlaw.com/Find/Default.wl?DB=780&SerialNum=1979146366&FindType=Y&ReferencePositionType=S&ReferencePosition=659&AP=&RS=WLW2.90&VR=2.0&SV=Split&MT=Colorado&FN=_top
http://web2.westlaw.com/Find/Default.wl?DB=780&SerialNum=1979146366&FindType=Y&ReferencePositionType=S&ReferencePosition=659&AP=&RS=WLW2.90&VR=2.0&SV=Split&MT=Colorado&FN=_top
http://web2.westlaw.com/Find/Default.wl?DB=780&SerialNum=2001232390&FindType=Y&AP=&RS=WLW2.90&VR=2.0&SV=Split&MT=Colorado&FN=_top
http://web2.westlaw.com/Find/Default.wl?DB=780&SerialNum=2001232390&FindType=Y&AP=&RS=WLW2.90&VR=2.0&SV=Split&MT=Colorado&FN=_top
http://web2.westlaw.com/Find/Default.wl?DB=780&SerialNum=2001232390&FindType=Y&ReferencePositionType=S&ReferencePosition=72&AP=&RS=WLW2.90&VR=2.0&SV=Split&MT=Colorado&FN=_top
http://web2.westlaw.com/Find/Default.wl?SerialNum=2001232390&FindType=Y&AP=&RS=WLW2.90&VR=2.0&SV=Split&MT=Colorado&FN=_top
http://web2.westlaw.com/Find/Default.wl?SerialNum=2001232390&FindType=Y&AP=&RS=WLW2.90&VR=2.0&SV=Split&MT=Colorado&FN=_top
http://web2.westlaw.com/Find/Default.wl?SerialNum=2001232390&FindType=Y&AP=&RS=WLW2.90&VR=2.0&SV=Split&MT=Colorado&FN=_top
http://web2.westlaw.com/Find/Default.wl?DB=780&SerialNum=1989042022&FindType=Y&ReferencePositionType=S&ReferencePosition=679&AP=&RS=WLW2.90&VR=2.0&SV=Split&MT=Colorado&FN=_top
http://web2.westlaw.com/Find/Default.wl?DB=780&SerialNum=2002399263&FindType=Y&ReferencePositionType=S&ReferencePosition=833&AP=&RS=WLW2.90&VR=2.0&SV=Split&MT=Colorado&FN=_top
http://web2.westlaw.com/Find/Default.wl?DB=780&SerialNum=2002399263&FindType=Y&ReferencePositionType=S&ReferencePosition=833&AP=&RS=WLW2.90&VR=2.0&SV=Split&MT=Colorado&FN=_top


authority"); Vernonia, 515 U.S. at 658 (stating that "the results of the tests are disclosed only 
to a limited class of school personnel who have a need to know; and they are not turned over 
to law enforcement authorities or used for any internal disciplinary function"); Skinner, 489 
U.S. at 620-621 (noting that toxicological tests intended "to prevent accidents," "not to assist 
in the prosecution of employees"); Von Raab, 489 U.S. at 666 ("Test results may not be used 
in a criminal prosecution of the employee without the employee's consent."). Forcing a 
parolee like Kincade to submit to blood extraction against his will, and without any 
constitutionally cognizable level of suspicion for the law enforcement purpose here involved, 
is not analogous to testing, for example, persons who voluntarily participate in a highly 
regulated endeavor, such as students who engage in organized sports or extracurricular 
activities, Earls, 536 U.S. at 830-31, or federal Customs employees who seek promotion to 
certain sensitive positions, Von Raab, 489 U.S. at 671. See also Vernonia, 515 U.S. at 657 
("By choosing to 'go out for the team,' [these students] voluntarily subject themselves to a 
degree of regulation even higher than that imposed on students generally." (emphasis 
added)). 
The government's primary response to Edmond and Ferguson is to argue that Rise v. Oregon, 
59 F.3d 1556 (9th Cir.1995), resolves the case before us. In Rise, we held that a state DNA 
collection statute, similar in implementation to the one we consider here, comported with 
Fourth Amendment reasonableness. Although a panel of this court cannot ordinarily overrule 
Ninth Circuit precedent, United States v. Gay, 967 F.2d 322, 327 (9th Cir.1992), we 
nevertheless in appropriate circumstances may, indeed must, reconsider past cases in light of 
an intervening decision of the Supreme Court that undermines that earlier precedent. "[T]he 
issues decided by the higher court need not be identical in order to be controlling. Rather, the 
relevant court of last resort must have undercut the theory or reasoning underlying the prior 
circuit precedent in such a way that the cases are clearly irreconcilable." Miller v. Gammie, 
335 F.3d 889, 900 (9th Cir.2003) (en banc). At that point, "a three- judge panel should 
consider itself bound by the later and controlling authority, and should reject the prior circuit 
opinion as having been effectively overruled." Id. at 893. See also Galbraith v. County of 
Santa Clara, 307 F.3d 1119, 1123 (9th Cir.2002); United States v. Lancellotti, 761 F.2d 
1363, 1366 (9th Cir.1985); Spinelli v. Gaughan, 12 F.3d 853, 855 n. 1 (9th Cir.1993). 
Rise relied on an interpretation of Supreme Court precedent that has since been wholly 
discredited by Edmond, 531 U.S. at 44, and further undermined by Ferguson, 532 U.S. at 84; 
Rise and Edmond/Ferguson are clearly irreconcilable. Rise rejected a Fourth Amendment 
challenge to a state DNA collection statute; we stated at the outset, citing Sitz, that "[e]ven in 
the law enforcement context," suspicionless searches could be conducted if the intrusion was 
"minimal" and was "justified by law enforcement purposes." 59 F.3d at 1559. Indeed, Rise 
was premised on the understanding that the searches it endorsed were law enforcement 
searches conducted for the primary purpose of controlling crime; we assumed that Sitz also 
involved such searches, and followed what we believed to be Sitz 's example, concluding that 
searches for law enforcement purposes could proceed even absent individualized suspicion. 
As we have explained, however, Edmond expressly repudiated this interpretation of Sitz. The 
Court stated that the suspicionless searches in Sitz were justified because they were searches 
to prevent an immediate threat to highway safety by removing drunk drivers from the road, 
not searches to further "a general purpose of investigating crime." Edmond, 531 U.S. at 39. 
Furthermore, Edmond--and then Ferguson--made clear that the Court would "decline to 
suspend the usual requirement of individualized suspicion where the police seek to employ a 
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[search] primarily for the ordinary enterprise of investigating crimes." Id. at 44. Rise, 
however, did precisely that. It approved suspicionless searches designed to further law 
enforcement objectives. Because Rise depended on reasoning and reached a result that the 
Supreme Court has since expressly disavowed, "its precedential effect has been dissipated by 
the Supreme Court's intervening ruling[s]," and thus, in deciding Kincade's challenge to 
searches pursuant to the Act, we do not apply it. Grunwald v. San Bernardino City Unified 
Sch. Dist., 994 F.2d 1370, 1375 n. 4 (9th Cir.1993). In fact, were we to follow Rise, we 
would be acting in disregard of controlling Supreme Court doctrine.25

The government suggests, however, that Edmond and Ferguson do not apply to searches 
pursuant to the Act, because both Supreme Court cases dealt with programs affecting "law 
abiding citizens," while the Act addresses "probationers and felons." In neither case did the 
Court suggest that its exclusion of law enforcement purposes from the special needs context 
applies only in the case of law-abiding persons. Rather, these two decisions stand for the 
proposition that a program of suspicionless searches, conducted for law enforcement 
purposes, violates the Fourth Amendment, whether the person searched is a model citizen 
(and thus the search will produce no useful evidence), or whether he is not law-abiding (and 
as a result evidence of a crime may sometimes be obtained). Indeed, it would be a unique 
construction of the Constitution to hold that Fourth Amendment protections exist only for the 
benefit of the innocent, and not for all persons in our society, regardless of one's propensity 
to engage in criminal activity. 

b. Other Decisions 
No circuit court has heretofore given full consideration to the question of the constitutionality 
of the DNA Act.26 The government cites decisions from other circuits rejecting Fourth 
Amendment challenges to searches pursuant to state statutes similar to the Act. Nearly all of 

                                                           
25 The dissent makes the curious argument that Rise has not been overruled by Edmond and Ferguson because 
Edmond and Ferguson are "special needs" cases, but Rise is not. The dissent contends that Rise simply evaluated the 
totality of the circumstances outside of the "special needs" context and found that no individualized suspicion was 
necessary in that case. The fact that Rise (which permits suspicionless searches related to law enforcement) conflicts 
with Edmond and Ferguson (which prohibit such searches) does not depend on what label we attach to the searches 
conducted in Rise. The Supreme Court demands individualized suspicion in all but a few limited instances, none of 
which involves searches for law enforcement purposes. See Edmond, 531 U.S. at 37 ("While such [individualized] 
suspicion is not an 'irreducible' component of reasonableness, we have recognized only limited circumstances in 
which the usual rule does not apply.") (internal citation omitted). The "closely guarded category of constitutionally 
permissible suspicionless searches," Chandler v. Miller, 520 U.S. 305, 309 (1997), is limited to certain 
governmental programs "designed to serve 'special needs, beyond the normal need for law enforcement,' " certain 
limited administrative searches, searches at the border, and certain searches at fixed checkpoints. Edmond, 531 U.S. 
at 37. No matter what the program is called, however, the Supreme Court has made it clear that searches may not be 
undertaken without individualized suspicion if the "primary purpose [of the search] is to advance the general interest 
in crime control." Id. at 44 n. 1. Rise, relying on Supreme Court authority that did not mean what Rise thought it 
meant, authorized searches designed to advance law enforcement interests, and is therefore irreconcilable with the 
later Supreme Court cases. 
26 In United States v. Kimler, 2003 WL 21519916 (July 7, 2003), the Tenth Circuit recently disposed of a summary 
Fourth Amendment challenge to the DNA Act in summary fashion. The issue was raised by the defendant "[i]n a 
brief paragraph without supporting authority or a clear statement of [the] argument," 2003 WL at *12, and resolved 
by the court in three short sentences (one of which was, "We disagree.") and a brief footnote. For the reasons 
explained at length, supra and infra, we disagree with the Tenth Circuit's summary conclusion.  
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these cases involving state statutes were decided before Edmond and Ferguson,27 and a 
number of them rely on the now-repudiated Rise. See, e.g., Velasquez v. Woods, 329 F.3d 
420 (5th Cir.2003) (relying in part on Rise to affirm the dismissal, as frivolous, of a Fourth 
Amendment challenge to Texas DNA collection statute); Roe v. Marcotte, 193 F.3d 72 (2d 
Cir.1999) (relying in part on Rise to reject Fourth Amendment challenge to Connecticut 
DNA collection statute); Shaffer v. Saffle, 148 F.3d 1180 (10th Cir.1998) (relying on Boling, 
which relied in part on Rise, to dismiss Fourth Amendment challenge to Oklahoma DNA 
collection statute); Boling v. Romer, 101 F.3d 1336 (10th Cir.1996) (relying in part on Rise to 
reject Fourth Amendment challenge to Colorado DNA collection statute); Schlicher v. 
Peters, 103 F.3d 940 (10th Cir.1996) (relying on Rise to deny Fourth Amendment challenge 
to Kansas DNA statute); Jones v. Murray, 962 F.2d 302 (4th Cir.1992) (finding Virginia 
DNA statute reasonable and rejecting Fourth Amendment challenge).28 Significantly, while 
the two other district court decisions in this circuit of which we are aware did address the 
constitutionality of the DNA Act, and arrived at directly opposite conclusions, both stated 
that Rise 's rationale does not survive Edmond and Ferguson. See Reynard, 220 F.Supp.2d at 
1166 n. 29 (stating that Rise "potentially conflicts with recent Supreme Court decisions"); 
United States v. Miles, 228 F.Supp.2d 1130, 1135 (E.D.Cal.2002) (stating that Edmond and 
Ferguson have "effectively overruled Rise ") .29  

 
2. The DNA Act Serves a Law Enforcement Purpose  

Next, the government contends, rather disingenuously, that the forced extraction of blood 
samples from Kincade and others similarly situated does not serve a law enforcement 
purpose. As we stated earlier, Edmond and Ferguson make plain that a regime of 
suspicionless searches is constitutionally impermissible if it is designed to serve such a 
purpose. 

As an initial matter, the government, citing Knights, 122 S.Ct. at 593, argues that in 
reviewing the purpose of searches pursuant to the Act, we may not question the "official 
purpose" of the search. The government misreads Knights and misapplies it to the Act. In 
                                                           
27 This is also true of the state court decisions, of which we are aware, that have ruled upon statutes similar to the 
Act. (Edmond was decided on November 28, 2000.) See Johnson v. Commonwealth, 529 S.E.2d 769, 779 (Va. Apr. 
21, 2000); Gaines v. Nevada, 998 P.2d 166, 172 (Nev. Mar. 13, 2000); Doles v. State, 994 P.2d 315, 317-18 
(Wyo.1999); Landry v. Attorney General, 709 N.E.2d 1085, 1091 (Mass.1999); In re Maricopa County Juvenile 
Auth., 930 P.2d 496, 501 (Ariz.Ct.App.1996); Cooper v. Gammon, 943 S.W.2d 699, 705 (Mo.Ct.App.1997); People 
v. Wealer, 636 N.E.2d 1129, 1137 (Ill.App.Ct.1994); In re Orozco, 878 P.2d 432, 435-36 (Or.Ct.App.1994); State v. 
Olivas, 856 P.2d 1076, 1086 (Wash.1993). 
28 See also Shelton v. Gudmanson, 934 F.Supp. 1048 (W.D.Wis.1996) (citing Rise and rejecting Fourth Amendment 
challenge to Wisconsin DNA statute); Kruger v. Erickson, 875 F.Supp. 583 (D.Minn.1995) (rejecting Fourth 
Amendment challenge to Minnesota DNA statute); Vanderlinden v. Kansas, 874 F.Supp. 1210 (D.Kan.1995) 
(relying on Jones to reject Fourth Amendment challenge to Kansas DNA statute); Sanders v. Coman, 864 F.Supp. 
496 (E.D.N.C.1994) (relying on Jones to reject Fourth Amendment challenge to North Carolina statute); Ryncarz, 
824 F.Supp. at 1493 (E.D.Wash.1993) (relying on Jones to reject Fourth Amendment challenge to Washington DNA 
statute). 
29 We are also aware of two recent district court decisions issued after Ferguson and Edmond that reject challenges 
to the DNA Act; we find their reasoning wholly unpersuasive. In both Miller v. United States Parole Comm'n, No. 
02-4073 JAR, 2003 WL 1992428 at *8 (D.Kan. Apr. 15, 2003), and United States v. Sczubelek, No.Crim.A. 94-8-
SLR, 2003 WL 1818109 *6 (D.Del. Apr. 2, 2003), the district courts stated that the DNA Act did not serve a law 
enforcement purpose, a reason that we soundly reject below, infra part II.C.2. 
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Knights, the Supreme Court, citing Whren v. United States, 517 U.S. 806 (1996), expressed 
its unwillingness to delve into the subjective motivations of the detective who searched 
Knights's apartment. 517 U.S. at 593. In Edmond, however, the Supreme Court explicitly 
distinguished inquiries into the motivations of a single law enforcement official from those 
regarding official purpose underlying a general policy mandating suspicionless searches. 
"[O]ur cases dealing with intrusions that occur pursuant to a general scheme absent 
individualized suspicion have often required an inquiry into purpose at the programmatic 
level." 531 U.S. at 46. The portion of the Act before us here mandates DNA collection of all 
persons convicted of a qualifying offense. 42 U.S.C. § 14135a(2). Kincade makes no 
argument about the subjective intent of any individual parole officer who would forcibly 
extract a blood sample from him. Thus, Whren and its progeny have no application here. 
a. The Act's Enforcement and Legislative History Show a Clear Law Enforcement Purpose 
*11 In determining the "programmatic purpose" of searches pursuant to the Act, "we 
consider all the available evidence in order to determine the relevant primary purpose." 
Ferguson, 532 U.S. at 81. The government argues that two purposes of searches pursuant to 
the Act are to "help law enforcement solve unresolved and future cases," and to increase 
accuracy in the criminal justice system. The government's own argument establishes that 
prototypical law enforcement purposes underlie the DNA searches in question. Under the 
government's own theory, the searches are conducted in order to collect DNA evidence 
samples for CODIS, so that those samples may be used in criminal investigations, to help 
solve crimes and prosecute the culprits, and to enable law enforcement agencies to be more 
accurate and effective in achieving their law enforcement objectives. 
Moreover, a review of the Act's enforcement and its legislative history makes it equally plain 
that searches pursuant to the Act serve a law enforcement purpose. First, while probation 
officers initially collect the samples, law enforcement officers, as in the South Carolina pre-
natal drug testing program at issue in Ferguson, are "extensively involved" thereafter. 
Ferguson, 432 U.S. at 82. Like the program at issue in Ferguson, suspicionless searches 
conducted pursuant to the Act evince "a penal character with a far greater connection to law 
enforcement than other searches sustained under [the] special needs rationale." Id. at 88-89 
(Kennedy, J., concurring in the judgment). Under the Act, once Kincade's compulsorily 
extracted blood sample is included in CODIS, it has no other purpose than to aid law 
enforcement in matching his DNA to that which may be found at crime scene investigations, 
and thus to help determine whether Kincade is the person who has committed certain crimes 
and, if so, to facilitate his prosecution and conviction.30

Next, it is clear that in passing the Act mandating these suspicionless searches, Congress was 
primarily concerned with the swift and accurate solution and prosecution of crimes generally; 
the legislative history is replete with references to the utility of DNA evidence in prosecuting 
crimes. See DNA Act House Report, at 8-11, 23-27, 32-36 (2000). For example, in 
addressing whether or not the DNA information collected would be used for insurance or 
medical purposes, the Department of Justice assured the House Committee that "existing 
legal rules for the DNA identification system generally ensure that DNA samples and 
                                                           
30 Given the fact that the blood samples are sent directly to the FBI for inclusion into CODIS, the government wisely 
does not contend that their forced collection may be justified as furthering a legitimate penological interest. See 
Turner v. Safley, 482 U.S. 78, 89 (1987); compare Dunn v. White, 880 F.2d 1188, 1195-97 (10th Cir.1989) 
(upholding forced blood collection for purposes of ascertaining HIV status of prisoners based upon prison 
administration's interest in "responding to the threat of AIDS"). 
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indexed information will be used solely for law enforcement identification purposes." Id. at 
25 (emphasis added); see also DNA Analysis Backlog Elimination Act of 2000, 146 Cong. 
Rec. S11645-02, at S11647 (2000) ("Each day that DNA evidence goes uncollected and 
untested, solvable crimes remain unsolved, and people across the country are needlessly 
victimized." (quoted in Reynard, 220 F.Supp.2d at 1156 n. 15)). 

It is also apparent that the executive branch understands law enforcement to be the primary 
objective of searches pursuant to the Act. See, e.g., Dep't of Justice, Using DNA to Solve 
Cold Cases 4 (July 2002) (stating that the DNA database system is a "powerful tool for law 
enforcement"); Dep't of Justice, No Suspect Casework DNA Backlog Reduction Program (FY 
2001), at 1 (August 2001) ("DNA evidence used in conjunction with the Combined DNA 
Index System (CODIS) is a powerful investigative tool beginning at the crime scene with the 
collection of evidence and ending with a judicial conclusion."); see also Justice Dep't. Acts to 
Clear DNA Backlog, MIAMI HERALD, Aug. 2, 2001, at 19A (quoting Attorney General 
Ashcroft as saying "DNA technology can operate as a kind of truth machine, ensuring justice 
by identifying the guilty and clearing the innocent."). In sum, the record overwhelmingly 
demonstrates that the Act mandating these suspicionless searches was enacted, is enforced, 
and is understood by all concerned to serve the purpose of law enforcement, and to further its 
objectives. 

b. The "Immediate Purpose" of the Act is Law Enforcement 
The government also asserts that even if the "ultimate objective" of searches pursuant to the 
Act is law enforcement, their "immediate purpose" is to "fill a gap in the CODIS database ." 
In Ferguson, the Court held that the hospital's testing policy was not justified by a special 
need because its immediate purpose was law enforcement, even if its ultimate purpose was to 
help those mothers who were substance abusers and their children. 532 U.S. at 82-84. Here, 
the government's explanation of the searches' immediate purpose is in no way supported by 
Ferguson 's distinction. First, Ferguson said that the government could not disclaim a law 
enforcement purpose by pointing to an ultimate purpose and ignoring an immediate purpose. 
It did not suggest that the reverse would be any less objectionable--that the courts could 
ignore the ultimate law enforcement purpose if the government could point to an immediate 
other purpose. To the contrary, if either the immediate or the ultimate objective serves a law 
enforcement purpose, the special needs doctrine is inapplicable. Second, the immediate 
purpose of searches pursuant to the Act, as we have understood the "intent" of legislation in 
other cases, is to gather evidence for criminal investigation, not to put evidence into a 
database. The purpose of these searches is no more to put samples into CODIS than is the 
purpose of finger-printing to place cards into index files.31 Accordingly, we reject the 
government's suggested distinction. Both the "immediate purpose" and the "ultimate 
objective" of searches under the Act are to further law enforcement ends. 

                                                           
31 In any event, CODIS itself was expressly created for law enforcement purposes, as the legislative history of 
the Act suggests:  

The purpose of [CODIS] is to match DNA samples from crime scenes where there are no suspects with the 
DNA of convicted offenders. Clearly, the more samples we have in the system, the greater the likelihood we 
will come up with matches and solve cases. 146 Cong. Rec. H8572-02, at *H8575-6 (quoted in Miles, 228 
F.Supp.2d at 1138 n. 6).
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c. The Possibility of Exoneration 
Finally, the government suggests that searches pursuant to the Act not only help to convict 
the guilty but also serve the commendable purpose of ensuring that the innocent will not be 
wrongly convicted. We would hope so. However, even if we were to assume that the clearing 
of the innocent is not a function of law enforcement--and that would be a troubling 
assumption, indeed-- exoneration would still not serve to supplant the primary law 
enforcement objective of these searches--the solving of crimes and the prosecution of those 
responsible. The presence of a "benign" motive cannot "justify a departure from Fourth 
Amendment protections, given the pervasive involvement of law enforcement." Ferguson, 
532 U.S. at 85. Otherwise, a regime of suspicionless searches for law enforcement purposes 
would nearly always be permissible. See id. at 84 n. 22 ("[U]nder respondents' approach, any 
search to generate evidence for use by the police in enforcing general criminal laws would be 
justified by reference to the broad social benefits that those laws might bring about (or, put 
another way, the social harms that they might prevent)."). The Supreme Court has 
emphasized that the special needs cases provide a narrow exception to the ordinary Fourth 
Amendment requirements, not a convenient means by which to avoid the strictures of the 
Constitution. 

Recent experience has proven the efficacy of DNA testing to exonerate the wrongfully 
convicted, and we do not doubt the importance of DNA collection for this worthwhile 
purpose.32 Those who claim wrongful conviction or even wrongful accusation, however, may 
volunteer their DNA for this purpose; equally important, an act that required the states and 
federal government to collect and analyze the DNA when requested by such persons would 
not offend the Fourth Amendment. To the contrary, such an act would well serve some of the 
objectives the Department of Justice endorses here.33 The DNA Act, as presently constituted, 
however, provides no choice to those from whom it requires that DNA samples be collected, 
and no option to others not covered by the Act who might be able to benefit greatly from its 
provisions. Accordingly, it is difficult to accept the government's representation of its 
concerns regarding the innocent. See also Miles, 228 F.Supp.2d at 1139 ("It is disingenuous 
for the government to state that it needs to exonerate people who do not want to be 
exonerated."). 

Whatever benign secondary purposes these searches may happen to serve, the primary 
purpose is to provide law enforcement officials, both at the state and federal level, with 
information about individuals that can be used to identify them as criminals and to prosecute 
them for their crimes. Kincade, should he be subjected to such a search, in effect will have 
been compelled to provide evidence with respect to any and all crimes of which he may be 
accused, for the rest of his life. Kincade has completed his sentence, and the court has 
ordered a term of supervised release for three years. The forced extraction of his blood with 
the subsequent categorization of his DNA would affect him for the rest of his life. Thus, he is 
entitled to the protection afforded by the Fourth Amendment. 
 
                                                           
32 See Tolbert v. Gomez, 190 F.3d 985, 990 (9th Cir.1999) (Hawkins, J., concurring) (citing instances in which 
"prisoners [were] released when scientific tests show they could not have committed the crime of which they were 
convicted"). 
33 Cf. H.G. Reza, Project Seeks to Right Wrongful Convictions, L.A. TIMES, Mar. 7, 2003, at B1 (describing new 
"innocence project" established in Orange County, California hoping to rely on DNA testing). 

http://web2.westlaw.com/Find/Default.wl?DB=780&SerialNum=2001232390&FindType=Y&ReferencePositionType=S&ReferencePosition=85&AP=&RS=WLW2.90&VR=2.0&SV=Split&MT=Colorado&FN=_top
http://web2.westlaw.com/Find/Default.wl?DB=780&SerialNum=2001232390&FindType=Y&ReferencePositionType=S&ReferencePosition=85&AP=&RS=WLW2.90&VR=2.0&SV=Split&MT=Colorado&FN=_top
http://web2.westlaw.com/Find/Default.wl?SerialNum=2001232390&FindType=Y&AP=&RS=WLW2.90&VR=2.0&SV=Split&MT=Colorado&FN=_top
http://web2.westlaw.com/Find/Default.wl?DB=4637&SerialNum=2002692232&FindType=Y&ReferencePositionType=S&ReferencePosition=1139&AP=&RS=WLW2.90&VR=2.0&SV=Split&MT=Colorado&FN=_top
http://web2.westlaw.com/Find/Default.wl?DB=506&SerialNum=1999196300&FindType=Y&ReferencePositionType=S&ReferencePosition=990&AP=&RS=WLW2.90&VR=2.0&SV=Split&MT=Colorado&FN=_top


III. CONCLUSION 
 

We hold that forced blood extractions pursuant to the DNA Analysis Backlog Elimination 
Act of 2000 violate the Fourth Amendment because they constitute suspicionless searches 
with the objective of furthering law enforcement purposes. Compulsory searches of the 
bodies of parolees such as Kincade require, at a minimum, reasonable suspicion. 
Accordingly, we reverse the judgment of the district court, with instructions to vacate the 
order revoking Kincade's supervised release. 
However intermingled with good intentions, DNA statutes, like the thermal imaging 
procedure struck down in Kyllo, 533 U.S. at 34-41, represent an  
alarming trend whereby the privacy and dignity of our citizens [are] being whittled away by 
imperceptible steps. Taken individually, each step may be of little consequence. But when 
viewed as a whole, there begins to emerge a society quite unlike any we have seen--a society 
in which government may intrude into the secret regions of man's life at will.  
Osborn v. United States, 385 U.S. 323, 343 (1966) (Douglas, J., dissenting). The fact that 
these statutes currently affect only those individuals most susceptible to state supervision 
renders this threat no less important.34 Under the government's view of the "special needs" 
doctrine, the rest of us might not be far behind. Privacy erodes first at the margins, but once 
eliminated, its protections are lost for good, and the resultant damage cannot be undone.35

REVERSED and REMANDED. 
 

O'SCANNLAIN, Circuit Judge, dissenting: 
Binding Ninth Circuit authority compels the conclusion that the DNA Act passes muster 
under the Fourth Amendment. The court now blithely holds that our decision in Rise v. 
Oregon, 59 F.3d 1556 (9th Cir.1995), has been overruled. I respectfully disagree. In reaching 
its conclusion, the majority relies on the Supreme Court's "special needs" decisions in 
Indianapolis v. Edmond, 531 U.S. 32 (2000), and Ferguson v. City of Charleston, 532 U.S. 
67 (2001). This reliance, however, is misplaced because it merely begs the question we really 
need to be asking: whether the Supreme Court's "special needs" jurisprudence is at all 
applicable to suspicionless searches of probationers conducted for the purposes of preventing 
crime. And even if one concedes the contention--voiced by the appellant and adopted by the 
majority--that Edmond and Ferguson cast doubt on our holding in Rise, it is clear that they 
have not done so to such a degree as to allow one three-judge panel of this court to overrule 
the holding of another three-judge panel. Accordingly, I must dissent. 
In Rise, this court held that an Oregon statute requiring convicted murderers and sex offenders to 
submit a blood sample for inclusion in a DNA database did not violate the Fourth Amendment. 
                                                           
34 See, e.g., Bridges v. Wixon, 326 U.S. 135, 166 (1945) (Murphy, J., concurring) ("Only by zealously guarding the 
rights of the most humble, the most unorthodox and the most despised among us can freedom flourish and endure in 
our land.").  
35 As every man goes through life he fills in a number of forms for the record.... A man's answer to one question 
on one form becomes a little thread.... There are hundreds of little threads radiating from every man, millions of 
threads in all. If these threads were suddenly to become visible, the whole sky would look like a spider's web. 
ALEXANDER SOLZHENITSYN, CANCER WARD 192 (Nicholas Bethell & David Burg trans., Modern 
Library 1995) (1968).  
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We based our holding on a series of factors, including  
the reduced expectations of privacy held by persons convicted of one of the felonies to which 
[the statute] applies, the blood extractions' relatively minimal intrusion into these persons' 
privacy interests, the public's incontestable interest in preventing recidivism and identifying and 
prosecuting murderers and sexual offenders, and the likelihood that a DNA data bank will 
advance this interest. Rise, 59 F.3d at 1562. Our analysis in Rise therefore employed the "general 
Fourth Amendment approach of examining the totality of the circumstances." United States v. 
Knights, 534 U .S. 112, 118 (2001) (citing Ohio v. Robinette, 519 U.S. 33, 39 (1996)) (internal 
quotation marks omitted). Indeed, we explicitly rejected at the outset of our opinion in Rise the 
contention that special needs analysis was applicable:  
The plaintiffs maintain that the "special needs" doctrine and the so-called "prison inmate" 
exception to the warrant and probable cause requirements do not apply because [the statute's] 
sole purpose is to assist in the arrest and prosecution of suspected criminals. We need not 
determine whether [the statute] also serves legitimate penal interests, as the defendants argue, 
because we find that the statute is constitutional even if its only objective is law enforcement.  
See Rise, 59 F.3d at 1559 (emphasis added). 
Despite clear evidence to the contrary, the majority insists that Rise should be interpreted as 
applying the narrow special needs exception. The majority's basis for treating it as such appears 
to be the Rise court's citation, near the start of its analysis, to the Supreme Court's holding in 
Michigan State Department v. Sitz, 496 U.S. 444 (1990),1 in support of the proposition that 
"[e]ven in the law enforcement context, the State may interfere with an individual's Fourth 
Amendment interests with less than probable cause and without a warrant if the intrusion is only 
minimal and is justified by law enforcement purposes." Rise, 59 F.3d at 1559. 
 
Sitz, it must be conceded, is a special needs case. But the Rise court did not cite just to Sitz to 
establish the pedigree of its "totality of the circumstances" approach--it also cited to a more time-
tested "totality of the circumstances" case: Terry v. Ohio, 392 U.S. 1, 20 (1968). Thus, it simply 
does not suffice to point out the Rise court's citation to Sitz and conclude on that basis alone that 
the former is a "special needs" case--yet this is precisely what the majority appears to do. See 
Majority Op. at 14626 n. 25.2 How else to read the majority's conclusory assertion that "Rise 
relied on an interpretation of Supreme Court precedent that has since been wholly discredited by 
Edmond and further undermined by Ferguson "? Maj. Op. at 14625 (citations omitted). 
 
The reason for the majority's insistence that Rise was, in fact, a "special needs" case is simple: 
The Supreme Court's holdings in Edmond and Ferguson have held that no "special needs" 
exception exists where the searches at issue evince a purpose " 'ultimately indistinguishable from 
the general interest in crime control.' " Ferguson, 532 U.S. at 82 (quoting Edmond, 531 U.S at 
44). Thus, to the extent that Rise and the present case are cast as "special needs" cases, or 

                                                           
1 In Sitz, the Supreme Court held that a roadblock designed to detect and remove from the road drunk drivers 
did not violate the Fourth Amendment because its principal purpose was to make the roads safer, even though it 
would result in some criminal prosecutions for those caught driving under the influence. 
  
2 Admittedly, the majority is not alone in erroneously reading Rise as a special needs case that has been undermined 
by the Supreme Court's holdings in Edmond and Ferguson. Both of the recent district court cases considering the 
constitutionality of this statute conclude that Rise is essentially a special needs case. See United States v. Miles, 228 
F.Supp.2d 1130, 1135 (E .D.Cal.2002); United States v. Reynard, 220 F.Supp.2d 1142, 1166 n. 29 (S.D.Cal.2002). 
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analogues thereof, Edmond and Ferguson would appear to dictate the fate of each: Because the 
parolee's DNA is sought primarily for the purpose of "detect[ing] evidence of ordinary criminal 
wrongdoing," Edmond, 531 U.S. at 41, such searches cannot be justified by reference to any 
other special purposes they might happen to further. 
Edmond and Ferguson, then, cast their shadows over Rise only insofar as Rise itself can be 
classified as a "special needs" case. But Rise specifically eschewed "special needs" analysis in 
favor of the traditional "totality of the circumstances" approach. Indeed, our decision in Rise to 
employ a "totality of the circumstances" approach when analyzing searches of probationers 
conducted for a law enforcement purpose received at least the tacit approval of the Supreme 
Court in Knights, a case that was handed down after Edmond and Ferguson. In Knights, the 
Supreme Court reversed our holding that a warrantless search of a probationer's apartment 
violated the Fourth Amendment. The Court noted that its holding in Griffin v. Wisconsin, 483 
U.S. 868 (1987), had applied special needs analysis to a Wisconsin regulation that authorized 
warrantless searches of probationers, but rejected the assertion that Griffin required the use of 
"special needs" analysis in cases involving warrantless searches of probationers:  
In [Appellant's] view, apparently shared by the Court of Appeals, a warrantless search of a 
probationer satisfies the Fourth Amendment only if it is just like the search at issue in Griffin--
i.e., a "special needs" search conducted by a probation officer monitoring whether the 
probationer is complying with probation restrictions. This dubious logic--that an opinion 
upholding the constitutionality of a particular search implicitly holds unconstitutional any search 
that is not like it--runs contrary to Griffin 's express statement that its "special needs" holding 
made it "unnecessary to consider whether" warrantless searches of probationers were otherwise 
reasonable within the meaning of the Fourth Amendment. Knights, 534 U.S. at 117-18. 
 
The Court then proceeded to apply what it described as the "general Fourth Amendment 
approach of examining the totality of the circumstances," id. at 118 (internal quotation marks 
omitted), and concluded that the challenged search was constitutional. In reaching its conclusion, 
the Court noted first that the regulation that imposed the warrantless search requirement as a 
condition to probation furthered the two primary goals of probation-- "rehabilitation and 
protecting society from future criminal violations," id.--and that because "[t]he probation order 
clearly expressed the search condition and [Appellant] was unambiguously informed of it," the 
condition "significantly diminished[Appellant's] reasonable expectation of privacy." Id. at 120. 
Second, the Court noted that, given this lowered expectation of privacy, the reasonable suspicion 
which both sides in the case admitted was present could be deemed sufficient to satisfy the 
Fourth Amendment.3  
While distinguishable on its facts from the present case, Knights remains vitally important for 
two principal reasons. First, as set forth above, it is far from settled that "special needs" analysis 
remains applicable to searches involving probationers that, like this one, are conducted for a law-
enforcement purpose. Indeed, Ferguson 's admission that "probationers have a lesser expectation 
of privacy," Ferguson 532 U.S. at 79 n. 15, when read alongside Knights ' rejection of the 
argument that warrantless searches of probationers must be limited to the "special need" of 
ensuring compliance with probation restrictions, see Knights 534 U.S. at 117-18, renders the 

                                                           
3 In reaching this conclusion the Court went out of its way to note: "We do not decide whether the probation 
condition so diminished, or completely eliminated, Knights' reasonable expectation of privacy ... that a search by a 
law enforcement officer without any individualized suspicion would have satisfied the reasonableness requirement 
of the Fourth Amendment." Id. at 120 n. 6.  
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Edmond- Ferguson line's applicability to the probation context sketchy at best. 
If the latter observation is true, and I believe it is, our panel must decide which analysis to apply. 
And Knights appears to answer that question for us by looking to the "totality of the 
circumstances." See Knights 534 U.S. at 118-19 ("The touch-stone of the Fourth Amendment is 
reasonableness, and the reasonableness of a search is determined 'by assessing, on the one hand, 
the degree to which it intrudes upon an individual's privacy and, on the other, the degree to 
which it is needed for the promotion of legitimate government interests.") (citations and internal 
quotations omitted). 
 
This leads to the second reason for Knights ' significance here. Not only is Knights ' analytical 
framework very similar to that employed by this court in Rise; the Knights Court expressly 
reserved the question whether "a search by a law enforcement officer without any individualized 
suspicion would have satisfied the reasonableness requirement of the Fourth Amendment." 
Knights, 534 U.S. at 120 n. 6. The only possible inference to be drawn from the Court's refusal to 
address the constitutionality of suspicionless searches of probationers is obvious: It is an open 
question. If Rise did not rely on special needs analysis, and the constitutionality of suspicionless 
searches of probationers remains an open question, then--quite clearly--the majority cannot 
legitimately contend that the Edmond-Ferguson line of cases has overruled Rise. Indeed, the 
Supreme Court's own application of a Rise-style totality of the circumstances approach counsels 
that Rise is still good law. At the very least, it cannot be said that intervening Supreme Court 
decisions have so undermined this court's holding in Rise that it can be overruled by a three-
judge panel of the court. 
 
The majority tries to skirt this reality by simply reclassifying Rise as a special needs case and 
then leaping to the conclusion that it has necessarily been overruled by Edmond and Ferguson. 
But if Rise is not a special needs case--and I take the Rise court at its word, see Rise, 59 F.3d at 
1559--the majority has no sanction whatever for its conclusion that Rise is no longer good law. 
Rise has already confronted the type of search we are presented with here and, applying the 
totality of the circumstances analysis endorsed by the Supreme Court in Knights, concluded that 
the extraction of a probationer's blood for inclusion in a database designed to aid in swifter and 
more accurate resolution of crimes "is reasonable and therefore constitutional under the Fourth 
Amendment." Rise, 59 F.3d at 1562. 
Because in my view we are bound by our holding in Rise, I would affirm the judgment of the 
district court. Accordingly, I must respectfully dissent. 
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